3GPP TSG-SA3 Meeting #100e 
S3-201554
e-meeting, 17 -28 August 2020 

Source:
KPN
Title:
New WID on Study on adapting BEST for use in 5G networks supporting AKMA 
Document for:
Approval

Agenda Item:
5.16
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on adapting BEST for use in 5G networks supporting AKMA
Acronym: FS_BEST_5G 
Unique identifier: 
TBA
Potential target Release: Rel-17
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship
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Justification

In 3GPP TS 33.163 the architecture and procedures for BEST (Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices) has been specified for use in 4G networks. This specification, however, does not enable BEST to be used in 5G networks (due to its dependency on the 4G network architecture and procedures). Therefore, an upgrade of BEST to 5G is needed for it to be available in 5G networks.
In 5G networks, one of the features of BEST, namely the generation of keys for use by application servers, has been specified under the name of AKMA (Authentication and Key Management for Applications) in 3GPP TS 33.535. Any upgrade of BEST to 5G could very well reuse much of the functionality of AKMA.
A mapping of BEST to AKMA, however, is not entirely straightforward due to the following aspects:

-
Two of the BEST services (End-to-middle User Plane service, End-to-end User Plane service) require the use of the user plane part of the EMSDP (End-to-Middle Secure Data Protocol). This protocol requires the establishment of a number of configuration items which in BEST is performed by the control plane part of the EMSDP. The use of the control plane part of the EMSDP, therefore, seems necessary;
-
The control plane part of the EMSDP overlaps in functionality with the AKMA procedures; therefore reuse of AKMA requires adaptation of the use of the control plane part of the EMSDP (if used);

-
The BEST keys for supporting the End-to-middle User Plane service are derived from the CK and IK keys that in BEST are derived through message exchange with the HSS; however, in 5G these keys are normally not provided outside the UDM/ARPF;

-
When negotiating the integrity and encryption protocols to be used by the EMSDP, only 2G, 3G and 4G, but not 5G integrity and encryption protocols are supported.

In order to upgrade BEST to 5G networks and reusing AKMA, a study is needed to provide solutions for the above issues.
4
Objective

The objective of this study item is to obtain solutions enabling BEST to be used in 5G networks, preferably by reusing as much as possible of the AKMA capabilities. In particular solutions need to be found for the issues described in the justification:

-
Can the upgrade of BEST to 5G make use of the user plane part of the EMSDP, without the use of the control plane of the EMSDP? If so, how?
-
If the control plane part of the EMSDP is used, how can reuse of AKMA be maximized and overlap reduced to a minimum?

-
What is a solution for the dependency on the keys CK and IK for the derivation of the BEST end-to-middle keys?
-
If the control plane part of the EMSDP is used, how can the use of 5G integrity and encryption protocols be enabled?
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Adaptation of BEST for use in 5G networks supporting AKMA
	TSG#91
03/2021
	TSG#92
06/2021
	Keesmaat, Iko, KPN, iko.keesmaat@tno.nl


	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Keesmaat, Iko, KPN, iko.keesmaat@tno.nl
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Work item leadership

SA3 
8
Aspects that involve other WGs
None.
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